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t cyber attacks on online media 
and journalists in Serbia have 
recently become more frequent. 
Websites were targets of DDoS 
attacks which hindered traffic, 
but also by attacks that harmed 
the integrity of databases. The au-
thorities have not yet solved any of 
the cases Share Foundation was 
involved in reporting. Journalists 
faced challenges of social engi-
neering, online identity theft and 
impersonation and unauthorised 
access to  private communication. 
citizen journalists and active par-
ticipants in public debates were 
struck by manipulations of public 
opinion, anonymous threats and 
intimidation, and also by authori-
ties using double standards in pro-
cessing cases of alleged abuse of 
freedom of speech.

in order to offer a better view 
on those issues we will asses the 
position of online media and jour-
nalists in the digital environment, 
particularly considering the fact 
that they carry confidential and 
sensitive information not only on 
their physical devices but all over 
the Web. This paper will therefore 
take a special focus on digital risks, 
like data loss or leakage, on tools 
for mitigating and avoiding these 
risks and accountable agents, as 
well as on relations between con-
flicting values, like that of privacy 
and security.

Finally, analysing the risks threat-
ening basic human rights, and the 
weaknesses of the current system, 
we will suggest series of measures 
that the state should take in order 
to regain public trust in its capabil-
ities to ensure protection.

key wOrdS online media, journalists, digital security, cyber attacks, 
risks
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in the past two years, we have 
witnessed a sharp rise of human 
rights violations in the Serbian 
online environment. There were 
articles and videos that criticise 
the government mysteriously van-
ishing, blogs and news portals sud-
denly becoming unavailable while 
private email correspondence was 
exposed to the public, and citizens 
being brought in for questioning 
by the police for expressing their 
opinion on the internet. 

particular cases of breach of 
online rights and freedoms that 

Share Foundation has been moni-
toring:
 - arbitrary blocking or content 
filtering ;
 - cyber-attacks on independent online 
and civic media;
 -arrests and judicial proceedings 
against social network users and 
bloggers;
 -public opinion manipulation through 
the use of technology;
 -Surveillance of electronic communi-
cation, violation of rights to privacy 
and protection of personal data;
 -pressure, threats and diminishing 
safety of online and civic media, jour-
nalists and individuals.
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key FindinGS
Share Foundation has been mo- 

nitoring digital rights and free-
doms on internet since may 2014. 
in this report we shall focus on the 
period between September 2014 
and September 2015, after a brief 
overview of the key findings from 
the said period.

 -Some 20 different online media 
websites came under DDoS attacks 
that interrupted or suspended their 
services. Some of them (like peščan-
ik and Teleprompter) were targeted 
more frequently and for longer 
periods of time
 -During the state of emergency 
declared because of the floods in 
may 2014, at least 13 articles and 
blogs were taken down. This was a 
one-time incident

 -by the end of summer of 2015, 
nearly 30 people were questioned, 
taken into custody or brought to 
court for views they shared on social 
networks or blogs.
 -We have detected a variety of 
different malware and SQl injection 
attacks that compromised online 
media databases and computers.
 -Journalists and individuals were vic-
tims of unauthorised access to their 
private correspondence
 -Stories were published about leaked 
software and manuals allegedly pro-
duced for the ruling party on how to 
manipulate the perception of public 
opinion by overflooding news sites 
with positive or negative comments, 
votes and likes, depending on the 
topic.
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tack against a news site took place, 
when a hosting server, 4 email and 2 
main social network accounts were 
taken over by an attacker. although 
the site had  solid security proce-
dures (different random passwords, 
two step verification, etc.) the take-
over was quite efficient. the attack 
aimed at destroying all available con-
tent and dissuading  the site editor 
from doing any future work (which 
eventually did not happen).

 - The legal team of Share Foundation 
represents online media and cSos 
that were targeted by cyber attacks, 
initiating about  10 legal procedures 
(mainly criminal). all procedures that 
are to be taken by the authorities 
are still pending. additional legal aid 
services were provided for online 
media, activists and citizens in doz-
ens of other cases.

tOp 5 caSeS 

although notorious for its politi-
cal incorrectness with occasional 
nationalistic outbursts, private 
blog Teleprompter grew into a 
typical citizen online media outlet, 
which is seldom seen  in Serbia. 
one of the most visited websites 
of that kind, in the past couple of 
years Teleprompter is steadily fo-
cused on criticising the political 
party in power as well as its coa-
lition partners.

Since it operates outside the 
circle of conventional media, the 
prevalent public discourse desig-
nates Teleprompter as irrelevant, 
untrustworthy and with dubi-
ous intentions and questionable 
sources. yet, government repre-

sentatives including top officials 
often engage in public arguments 
against various reports published 
on this website, rebuking some of 
the allegations even during formal 
public addresses.

meanwhile, Teleprompter was 
acclaimed as a significant source 
most recently apparent when the 
web portal published a letter writ-
ten by five u.S. congress members 
to vice-president Joseph Biden, 
which was later picked up by oth-
er news sites such as The balkan 
insight.

Teleprompter was the target of 
various sorts of cyber attacks over 
the past  years, but two cases  that 
took place in January and april 

of 2015 stand out as atypical and 
reveal some of the procedures at-
tackers rely on in preparation of a 
main attack.

in early 2015, the publisher and 
editor of Teleprompter noticed 
strange activities on his website. 
Some 300 emails of unusual con-
tent came through the contact 
form available to website readers. 
as it turned out, it was an SQl in-
jection, attempted malicious code 
injection into the database.

From the available evidence, the 
cyber security analyst  at Share 
Foundation concluded that the at-
tack was launched by a tool (acu-
netix Web vulnerability Scanner) 
of low efficiency, legal software 
used for website vulnerability 
scanning. applied in this manner, 
the software utilises cross-site 
scripting (XSS) flaws of the sys-
tem to bypass security measures 
and insert malicious code.

The simplest prevention of this 
kind of attack is to use recapT-
cha validation for the user-dia-
logue system, as well as to include 
the ‘escapeshellcmd()’ function 
with the code that enables the sys-
tem to block executable commands 
when so called meta-characters 
are written in a comment box.

teleprompter filed a criminal 
complaint with the public prose-
cutor’s office requesting investi-
gation of this attack and criminal 
proceedings.

2. teleprOmpter – 
SecOnd caSe

The attack targeting Teleprompt-
er in april of 2015 so far rep-
resents the most complicated 
technical assault recorded in the 
online media community in Serbia.

The attackers took control over 
four email accounts owned by the 
editor of Teleprompter, that were 
protected with 2-Step-verifica-
tion, which means a code was sent 
to the owner’s phone via text mes-
sage at each login attempt. From 
the available evidence, and con-
sidering the two-step login pro-
cedure, Share’s cyber analyst was 
not able to determine how the at-
tackers obtained the access codes 
for the email accounts. in the en-
suing criminal complaint, the legal 
representative of  Teleprompter’s 
editor suggested that the attack-
ers may have intercepted the text 
messages containing the verifica-
tion codes, which is undetectable 
to forensic tools and permissions 
available to citizens.

after the email accounts were 
taken over, their entire content 
was deleted and passwords and 
other security settings, such as the 
recovery phone number,  were al-
tered. using those email accounts, 
the attackers accessed Tele-
prompter’s public and the editor’s 
private social network accounts. 

1. teleprOmpter – FirSt caSe
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permissions to access the hosting 
server’s control panel, which was 
used to delete articles and other 
content available on the website at 
that moment. Finally, by changing 
the port settings of the system, the 
incoming traffic was redirected to 
a government website of kosovo.

With technical assistance, Tele-
prompter’s editor was able to take 
back the control of his website,  
and restore the content from the 
backup. access to the four email 
accounts was also regained even-
tually, while the deleted messages 
were restored from the trash fold-
er in all but one account that was 
thoroughly emptied.

From the server logs it was pos-
sible to locate at least that segment 
of the attack, while the question of 
obtaining passwords and especial-
ly possible interception of verifica-
tion codes – remains open.

The Special prosecutor for cy-
ber crime initiated proceedings 
ex officio, while on May 12 2015 
the publisher and editor of Tele-
prompter filed additional complaint 
with the legal assistance of Share 
Foundation. legal proceedings are 
underway.

3. Dragana Pećo 

The center for investigative 
reporting in Serbia (cinS), a 

non-profit ngo, was founded by 
the independent Journalist as-
sociation of Serbia as an autono-
mous platform free from commer-
cial pressures. The center mostly 
focuses on topics related to higher 
level political corruption, financial 
and industrial crime.

cinS raised its profile as a mod-
ern team, aware of the essentially 
different environment it works in, 
using various technical solutions 
for protection of content, including 
encrypted communication.

after series of reports on the 
criminal background of the gam-
bling industry and the balkan 
narco cartel leader, as well as on 
poor crisis management during the 
floods in 2014 and non-transpar-
ent procedures for rebuilding in 
the aftermath, cinS became fre-
quent target of public denounce-
ments.

in mid-January, dragana pećo, 
at the time a cinS journalist, was 
called by a public relation repre-
sentative of a state-run company 
that received a Foi request that 
was allegedly signed and submit-
ted by the journalist. in the fol-
lowing days, it would turn out that 
the identical request signed by the 
same journalist was sent to sev-
eral public institutions, state and 
private companies. The requests 
were sent from an email account 
registered at gmail that the jour-
nalist had never used, nor created. 

Furthermore, the only authentic 
document these emails contained 
was a standard electronic form of 
Foi request with a signature of 
the journalist.

False impersonation thus gained 
plausibility, so about twenty of the 
recipients of Foi requests sent 
from the fake email account actu-
ally replied. The electronic signa-
ture form was probably acquired 
from actual correspondence with 
the journalist.

The deception of the Foi request 
recipients speaks of undeniable 
case of false impersonation that 
damages the reputation of the 
journalist and the media organiza-
tion she works with. Further, there 
are elements of gathering person-
al information with the intention of 
distributing them to unauthorised 
persons.

With the legal aid of Share Foun-
dation, by the end of January a 
criminal complaint was filed with 
the public prosecutor’s office 
against unknown person(s) on sus-
picion of damaging reputation, un-
authorised disclosure of informa-
tion, committing computer fraud, 
or of other criminal offense pros-
ecuted ex officio.

4. Peščanik
 
launched as an online maga-

zine of the citizens association 

peščanik, the website succeeds a 
years long tradition of radio pro-
gramme of the same name that the 
website editors used to make as an 
independent production for radio 
b92. The format was expanded 
with texts and video podcast, while 
keeping its anti-nationalistic plat-
form that brought them troubles 
with the authorities and the main-
stream public opinion.

earlier incidents of systematic 
radio jamming during broadcast, 
threats and assaults from peščan-
ik’s ’analog’ stage remained in 
past, without resolution. Since 
transferring to the digital environ-
ment, this media outlet has been 
exposed to constant attacks that 
became more intense and techni-
cally advanced since the floods in 
may of 2014, and particularly after 
the website published the analyses 
of plagiarised doctoral theses of 
several top state officials in June 
of 2014. a month later, during the 
malicious code attack, entire front 
page content was deleted and re-
placed with the message “Stop 
the lies” that was posted instead 
of original articles, headlines and 
section names. in november of 
2014 three articles relating to pla-
giarised phDs and their english 
versions, were deleted.

in april this year, unknown per-
son(s) managed to upload two texts 
on the website, one of which was 
also placed on the website of the 
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mark that it was retrieved from 
the peščanik website. due to this 
incident, peščanik filed a criminal 
complaint against unknown per-
son(s) for unauthorised access to 
the server, falsifying content and 
false impersonation.

in June of 2015 the website suf-
fered the most severe DDoS at-
tack in its history. according to 
data gathered by its technical/
web administrator, the attack was 
launched by a ‘brute force’ search 
of SSh protocols – i.e. automatised 
attempts of breaking the system 
encryption used for securing chan-
nels between the server and the 
website. analysing the server logs, 
the administrator established that 
SSh service suffered continuous 
attack coming from some 2000 ip 
addresses. Website editors point-
ed out that, by comparison, during 
the previous large attack two 
months earlier there were 280 ip 
addresses involved.

on this occasion, during the at-
tack on SSh, several hundreds ip 
addresses were involved in simul-
taneous attack on other services 
like ftp, postfix, and mySQl (sys-
tem protocols and programs re-
quired for server maintenance and 
operation).

according to the criminal com-
plaint filed by the legal team of 
peščanik, due to several layers of 
protection (firewall) each ip ad-

dress involved in the attack was 
blocked after its third attempt. 
the entire website traffic passes 
through a mitigation center that 
filters all malicious attempts it rec-
ognises. That is why this time the 
functions of the website was not 
slowed down, there weren’t any 
breaks into the server, deleting, 
neither changing its content, as it 
happened on three previous occa-
sions.

The editors concluded that the 
significantly multiplied requests 
overloading the server couldn’t 
result from an increased visit 
through the regular site traffic, 
but with the single aim to prevent 
its normal use.

meanwhile, the legal team re-
ceived the first formal response to 
one of its three criminal complaints 
filed against unknown person(s) 
for cyber attacks launched after 
publishing texts about plagiarised 
phd theses and floods.

the office of the higher public 
prosecutor in Belgrade notified 
legal representatives of peščan-
ik that it made “5 formal requests 
for gathering information to the 
Department for cyber crime at 
the Ministry of interior; 2 motions 
for issuing a warrant to locate the 
place of communication”.  it is also 
said that “based on the prosecu-
tor’s motion and upon the order 
of the higher court in belgrade, 
search of premises on two loca-

tions in belgrade was done  and 
tenants’ electronic equipment was  
seized and collected for forensic 
examination at the Department for 
special investigative methods at 
the ministry of internal affairs”. 
the prosecutor’s office also point-
ed out that “no order for investiga-
tion was issued”.

 
5. miljana 
    raDivojević
 
archaeologist and postdoctoral 

researcher in cambridge leading 
the international team studying an-
cient metallurgy at the archaeolog-
ical sites of vinča culture, became 
known to the wider public in Serbia 
last summer when she analysed the 
doctoral thesis of the then rector 
of megatrend university, a private 
academy at the center of the scan-
dal of issuing doctoral degrees for 
plagiarised theses to several gov-
ernment officials.

The analysis actually showed that 
the then rector of the university 
had no doctoral thesis, while the 
details of this unsuccessful re-
search were published on the web-
site of peščanik where the affair 
of megatrend and other univer-
sities plagiarised phds was first 
revealed.

 in his defense, the then rector 
accused the scientist of conspiracy 
against him and his institution, as 

well as against the officials whose 
theses were analysed, with the 
purpose of “discrediting the gov-
ernment”. appearing in talk shows 
on two national broadcast stations, 
he publicly read parts of private 
email correspondence between 
the scientist and her colleagues, 
presenting that as evidence to his 
claims.

as it turned out, unknown per-
son(s) accessed the scientist’s 
email account, gathered parts 
of correspondence and used her 
account to send them to several 
media outlets. The rector claimed 
that he obtained her emails from 
the Serbian chapter of the inter-
national hacktivist network “anon-
ymous”. Several days later, the 
group “anonymous Srbija” pub-
licly denied any involvement with 
hacking into that particular email 
account.

reviewing the activity logs on the 
account, the location of unautho-
rised access was established as 
well as that the access was made 
on three occasions.

With Share Foundation’s legal 
aid, a criminal complaint was filed 
to the prosecutor against the then 
rector of megatrend and against 
unknown person(s) for unautho-
rised access to a protected com-
puter, a computer network, and 
to electronic data processing, and 
also for breach of mail privacy, or 
other criminal offenses prosecut-
ed ex officio.



17

R
eg

u
la

to
R

n
i R

ež
im

 p
o

 n
o

vo
m

 Z
a

ko
n

u
 o

 j
av

n
o

m
 i

n
fo

R
m

is
a

n
ju

 i 
m

ed
ij

im
a 

 /
  Z

a
š

to
 d

a 
s

e 
R

eg
is

tR
u

je
m

?

riSkS



19

r
iS

kS
  /

  j
O

u
r

n
a

li
S

t 
S

ec
u

r
it

y 
a

n
d

 “
th

e 
d

iG
it

a
l 

S
h

a
d

O
w

”

jOurnaliSt Security and “the 
diGital ShadOw”jOurnaliSt 

Security 
and “the 
diGital 
ShadOw”

Journalists and citizen media ac-
tivists, for instance bloggers, are 
faced with a variety of pressures 
while participating in the public 
sphere, varying from threats, in-
timidation and other kinds of ha-
rassment, to violence and even 
murders. While these issues are 
relatively common in the physical 
world, especially in less democrat-
ic countries, they are increasingly 
influencing the work environment 
on the internet as well. The council 
of europe resolution on the Safe-
ty of Journalists, adopted in Bel-
grade in november 2013, strongly 
condemns “... physical attacks and 
violence, intimidation, misuses of 
the power of the State, including 
unlawful monitoring of communi-
cations, and other forms of ha-
rassment of journalists as well as 
others who contribute to shaping 
public debate and public opinion by 
exercising their right to freedom of 
expression and information”.1

endangering both physical and 
digital integrity of journalists 
presents a great challenge, but 
it is important to note that phys-
ical protection might look fairly 
easy compared to the protection 
of one’s digital assets. namely, 
whether a journalist, a blogger, a 
human rights activist, a lawyer or 
just an “ordinary” citizen, you are 
a data-producing machine. This 
human-produced data is scat-
tered throughout the internet, 
mobile phone networks, private 
iT or video surveillance systems 
and so on, as “digital footprints”2, 
which can provide a lot of detail 
about someone’s professional and 
personal life if combined in a right 
way. Therefore, it can be said that 
individuals possess a dual identity, 
consisting of two “personalities”, 
offline and online, even though 
there is just one physical person. 
This online personality is not under 
the full control of the person it rep-

 1  council of europe resolution on safety of journalists, adopted at the conference of 
ministers responsible for media and information Society, belgrade, Serbia, 7-8 no-
vember 2013, para. 11 (b): https://www.coe.int/t/dghl/standardsetting/media/bel-
grade2013/belgrade%20ministerial%20conference%20Texts%20adopted _ en.pdf 

  2  For more details, visit me & my Shadow website: https://myshadow.org/ 
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” resents, since anyone can interact 
with it without one’s permission 
or even knowledge. The digital 
identity and its safety are harder 
to protect, for there are not just 
many security challenges in the 
real world, but also a “pandora’s 
box” full of potential threats in the 
cyberspace.

 The essence of digital security 
lies in protecting the same assets 
you would usually protect - for 
journalists, these are confiden-
tial information which might con-
cern the identity of their sources, 
leaked classified materials, re-
search plans, and so on. There-
fore, one should be aware of the 
most common risks in the digital 
environment, not just for profes-
sional journalists but for everyone 
dealing with sensitive information 
(bloggers, human rights activists, 
government officials, diplomats, 
etc.):

 -permanenT loSS oF acceSS. 
When your hard drive dies, your 
phone gets smashed, or you lose your 
camera’s memory card. This can also 
refer to incidents of losing access 
to various online accounts due to 
hacking, unauthorised change of 
passwords and deletion of data.
 -SenSitive data diScloSure. 
Someone learns something that you 
would prefer to keep confidential or 
private.
 -communicaTion inTerrupTion. 
access to data is impeded by a break 
of network connection, or phone 
losing signal.

in the following sections, we will 
further outline issues and possible 
solutions for improving digital se-
curity. please note that there are 
many aspects in regard with this 
topic, and we will focus on the most 
important ones for the purposes of 
this report.
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When it comes to the digital se-
curity of journalists, it is rarely 
viewed from the perspective of 
their network of people, i.e. others 
that are communicating with them, 
most importantly sources and their 
colleagues. When there is at least 
one weak link in the communication 
chain, the consequences for priva-
cy and security can be serious and 
that is why organisational security 
must also be a priority for media 
outlets. for instance, it takes just 
one email account breach to com-
promise many different people, so 
always remember that it’s not just 
about you.

 here are the most common is-
sues with digital security practic-
es:

 
 -Technical intrusion of private com-
munication and access to data
 -Stealing and seizure of equipment
 -State surveillance
 -Social engineering
 -blocking access to content
 -online security risks

Technical inTrusion of 
privaTe communicaTion 
and access To daTa
general security risks are as-

sociated with hacking, malware 
injection, use of surveillance tech-
nology by private actors or data 
leaks from the website or database 
due to an inadequate protection.

primary targets of attacks are 
email servers, personal comput-
ers and other devices such as 
smartphones and tablets, online 
accounts (social networks, col-
laborative tools, chat applications, 
etc), storage space (hard drives, 
uSB flash drives, cloud storage – 
Dropbox, google Drive).

 The aim of these attacks is to 
disclose information and data that 
a journalist, blogger, activist or a 
media organisation would certainly 
want to protect. This can include 
the following:

 - WhaT are you Working on: 
plans and drafts of investigative 
stories or campaigns, documents, 
recordings, notes etc.
 -data you already have: sen-
sitive information received from 
sources, potential evidence of 
wrongdoings by state officials or 

perSOnal v. 
OrGaniza-
tiOnal 
Security

perSOnal v. OrGanizatiOnal 
Security
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private actors (companies, crimi-
nals...)
 -Who are your collaboraTorS: 
information about your network of 
colleagues, sources, editors…
 -Where are you going: infor-
mation about your movement, daily 
routines, plans for a trip abroad...
 -iS There anyThing you hiDe: 
deeply personal information that 
could be used for an ill purpose.

ConfliCt: privacy and secrecy of 
communication v. technical attacks v. 
digital security of companies storing 
your data

Means of proteCtion: Digital 
literacy, legal safety through national 
law and instruments of the budapest 
convention on cybercrime, reliable and 
quality service providers, content en-
cryption

Who is responsible: internet 
and telecommunication companies, in-
formation society service providers, 
internet governance organisations, 
states, media organisation and iT sup-
port, individuals for their own content

sTealing and seizure of 
equipmenT

one of the possible scenarios 
could be theft or a warrant  for 
seizure of equipment (by the police, 
a prosecutor, or court). although 

police raids of media premises 
may not be that common in Ser-
bia, it shouldn’t be ruled out. The 
incident in late last year involving 
news site klix.ba from neighbor-
ing bosnia and herzegovina, after 
the site published an audio re-
cording of Srpska pM Željka cvi-
janović, speaks for itself. the police 
searched the newsroom, seized 
and destroyed some of the equip-
ment.3 Speaking of stealing de-
vices like laptops, tablets, phones 
or cameras, if a perpetrator has 
a sufficient degree of technical 
knowledge, it would be easy to ac-
cess information protected with a 
simple code, like the one on your 
logon screen. encryption of hard 
disks could be of great importance 
to prevent any unauthorised ac-
cess, even if the computer is stolen.

Means of proteCtion: ad-
vanced encryption techniques, data 
backup copies

Who is responsible: corpora-
tions, iT support, individuals for their 
own devices and data

sTaTe surveillance

a risk all should be aware of in 
handling sensitive information is 
possible interception of communi-

cation by state authorities (police 
and security services). in Serbia, 
privacy of communication is guar-
anteed by constitution, and can be 
breached only in cases of crimi-
nal proceedings or protection of 
national security, in line with the 
law and by a court order. video 
surveillance in physical space may 
also constitute a breach of privacy, 
particularly given that this matter 
is not regulated by the personal 
Data protection law.

 proper control over the sur-
veillance market  (equipment and 
services) has not been established. 
individuals and private entities 
can easily and with little legal pro-
visions acquire needed equipment 
and embark into the business of 
surveillance, which is formally re-
stricted to the authorities, secret 
services and police, within the 
clear boundaries of law and only by 
a court order. This puts the matter 
of citizens privacy on even lower 
level.

 however, data concerning com-
munication that could reveal far 
more information than its actual 
content are so-called metadata. 
Taken from a simple phone call, 
they reveal the number you called, 
or from which you received a call, 
at what time, how long the call had 

lasted, and so on. electronic com-
munication law provides that op-
erator store those data for up to 
12 months. by carefully combining 
large quantities of such data, a 
complete digital profile of a certain 
person can be constructed: loca-
tion, daily routines, one’s network 
of people, sources of information, 
personal interests. access to these 
data makes quite an intrusive mea-
sure, violating the guarantees of 
communication secrecy, which is 
why parties in public and private 
sectors must follow procedures 
prescribed by the personal Data 
protection law. nevertheless, The 
commissioner for information of 
public importance and personal 
Data protection, an autonomous 
public authority, after conducting 
inspection supervision in phone 
network operators in 2012 re-
vealed a disturbing fact that state 
authorities have been  breaking 
the law on regular basis, accessing 
personal data without proper legal 
grounds. Describing an example, 
the commissioner pointed out to at 
least at least 270.000 registered 
cases of direct access to commu-
nication data that the ministry of 
interior made in 12 months, at  one 
of the four phone companies.4
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  3  you can read about the Klix.ba case here: http://www.klix.ba/vijesti/bih/ko-su-glavni-
akteri-koji-su-naredili-i-odobrili-pretres-portala-klix-ba/141230118

  4  research available at: http://labs.rs/en/invisible-infrastructures-surveillance-achi-
tecture/  
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ConfliCt: privacy v. security

Means of proteCtion: inter-
national standards of human rights, 
watchdog initiatives5

Who is responsible: States, 
police, secret services, judiciary, 
phone and internet network operators 

social engineerig

a tactics that can also be used 
for gathering sensitive information 
from journalists or their sources, is 
social engineering or use of tricks 
and manipulation to retrieve infor-
mation or gain access to the com-
puter or the network. usually it’s 
one of many steps within a complex 
scheme. for example, a journalist 
can receive an email from a seem-
ingly credible contact  that has a 
“sensitive document” attached 
which in fact contains virus; or an 
email from a false source wish-
ing to retrieve information about 
journalist’s work. anonymity or 
unverified contact details may also 
serve to false impersonation as a 
particular journalist6 with a mali-

cious intention. Due to all kinds of 
reasons, breaches of trust occur 
(as in  “leaking” information by a 
former disgruntled colleague),  and 
that can cause severe problems.

ConfliCt: Trust v. anonymity

Means of proteCtion: national 
criminal law, identity verification (en-
cryption of emails, electronic signa-
ture)

Who is responsible: States, 
corporations, iT support, individuals

Blocking access To        
conTenT

in most cases, security of con-
tent is related to safety measures 
used for online platform where this 
content is published. most com-
mon threat is overloading servers 
through DDoS attacks, that is clog-
ging the server hosting a particular 
web site of an online media outlet, 
by sending multiple synchronised 
requests for access.7 The integrity 
of contents could also be damaged 

by changing or deleting it in attacks 
aimed at a database, using mali-
cious code injections for compro-
mising its content (SQl injection).8

 other, legal means of making 
targeted parts of content diffi-
cult to access, is related to the 
so-called right to be forgotten, 
or notice-and-takedown proce-
dures. The right to be forgotten 
that is now in effect in eu mem-
ber states, is based on rulings 
of the european court of Justice 
(the costeja case).9 This  enables 
eu citizens to request removal  of 
information relating to them that 
is “inadequate, irrelevant, or no 
longer relevant” from  search en-
gine’s results (for example, google 
Search). The request pertains only 
to search results and not to actual 
websites where these information 
remain published.

as for notice and takedown pro-
cess, content is removed by the 
host as a response to court orders 
or legal allegations (for instance, 
copyright infringement).

ConfliCt: open data access v. web 
architecture

Means of proteCtion: buda-
pest convention on cybercrime, na-
tional legal frame

Who is responsible: internet 
governance organisations, states, cor-
porations, hosting & iT support

 online securiTy risks

threats to the safety of journal-
ists is rapidly spreading from the 
offline world to the internet, par-
ticularly on social networks, where 
the abuse is less noticeable  due to 
a degree of retained anonymity. it 
is estimated10 that over a quarter 
of threats aimed at journalists are 
made online, while female journal-
ists experience roughly three times 
as many abusive comments as their 
male counterparts on Twitter. 
oSce representative on Freedom 
of the Media dunja Mijatović called 
upon participating states11 to take 
all necessary steps to ensure saf-

  5 one example are the 12 international principles for applying human rights standards 
on communications surveillance, which received support from more than 400 organi-
zations worldwide, with Share Foundation among them: https://en.necessaryandpro-
portionate.org/   

  6  as in the case of journalist dragana pećo, in whose name unknown person(s) had sent 
Foi requests from a false email address: http://www.cins.rs/srpski/news/article/sa-
opstenje-za-javnost-783 

  7 For more information about DDoS attacks see: http://www.digitalattackmap.com/un-
derstanding-ddos/

8    for more information about SQl injection attacks see: https://www.acunetix.com/web-
sitesecurity/sql-injection/ 

9   Text of the ruling available here: http://eur-lex.europa.eu/legal-content/en/TxT/pD-
f/?uri=celeX:62012cJ0131&from=en

10   iWMf, violence and harassment against Women in the news Media: a global picture / in-
timidation, Threats, and abuse: http://www.iwmf.org/intimidation-threats-and-abuse/ 

11  See the communique of the oSce representative on Freedom of the media on the grow-
ing safety threat to female journalists online: http://www.osce.org/fom/139186?down-
load=true
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er working environment for female 
journalists online.

The main goals of this sort of at-
tacks are intimidation, to hinder 
journalists from reporting about 
certain issues, public humiliation 
and abetting or vindicating phys-
ical assaults against media pro-
fessionals. commonly used meth-
ods are open threats, publishing 
private information such as home 
address, names or photos of fam-
ily members, hate speech, insults 
inciting violence, online stalking 
and so on. Somewhat more ‘subtle’ 
tactics involve damaging reputa-
tion and hiring hackers.

ConfliCt: Freedom of speech and 
anonymity v. rights of a person and in-
formation quality

Means of proteCtion: inter-
national standards of human rights, 
national legal frame, self-regulation

Who is responsible: internet 
community, states, corporations, indi-
viduals

Who should Be proTecT-
ed? Who plays The role of 
informing The puBlic?

not so long ago there was lit-
tle consideration that apart from 
professional journalists, other 
persons actively involved in public 
discourse should also enjoy special 
legal protection. recent events12 
point to the necessity of consider-
ing this question seriously.

there is no special legal defini-
tion of a journalist in Serbia, which 
makes it harder to take a definitive 
stance on who should be protect-
ed. We believe that alongside pro-
fessional journalists, there are 
other entities and social positions 
related to channels of general com-
munication and information that 
should also enjoy protective legal 
provisions – such as online and 
citizen media, bloggers, watchdog 
and civil society organisations, and 
in some instances netizens rec-
ognised for their work by online 
community.
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12  There is an impression that there is a kind of “selective protection” of individuals in 
Serbia when it comes to threats made on the internet: http://www.shareconference.
net/sh/blog/selektivna-zastita 

 The committee of coe ministers 
confirmed this concept, stating 
that some privileges which are 
usually recognised for journalists, 
may extend to other actors who 
may not fully qualify as media but 
can be considered part of the me-
dia ecosystem contributing to the 
functions and role of media in a 
democratic society.13

13  council of europe resolution on safety of journalists, adopted at the conference of Min-
isters responsible for media and information Society, belgrade, Serbia, 7-8 november 
2013, para. 9: https://www.coe.int/t/dghl/standardsetting/media/belgrade2013/
belgrade%20ministerial%20conference%20Texts%20adopted _ en.pdf 
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given the incidents described so 
far and risks posing in the digital 
environment, we should now ad-
dress the issue of consequences 
which cyber attacks have on online 
media and journalists in Serbia. 
most of the cases of DDoS attacks 
or disappeared articles, had little 
or no lasting impact on media con-
tents. Some other consequences 
are still present, though. as one 
of the founders of eff John gilm-
ore famously stated: “The net in-
terprets censorship as damage 
and routes around it”. contents 
taken off the network usually get 
multiplied on different places, re-
published by other blogs or online 
media websites, while its label of a 
censored or otherwise threatened 
item attracts even more readers.

We shall further outline conse-
quences of the described attacks 
and their impact on autonomy and 
safety of online and citizen media.

 
inSecurity and Fear

The main consequence of these 
attacks lies in the raise of inse-
curity and fear, that result in a 
chilling effect14 on freedom of ex-
pression online. The fact that pub-
lishing contents that criticise the 
structures of power (government, 
criminal groups or any other pow-
er) can cause destruction, block-
ing or temporary disappearance 
of a website, followed by lots of 
stress and expensive work hours 
to restore the system – which can 
affect the will to express freely. in 
cyberspace, the defense costs are 
always higher than the cost of the 
attack and in most cases there is 
probably no foreseeable effec-
tive and reliable way of protection 
against these attacks. This can be 
highly discouraging for small and 
independent online and citizen me-
dia that cannot afford expensive 
cyber security experts nor techni-
cal solutions to protect themselves.

14  “chilling effect” in legal context can be explained as discouraging the legitimate and 
allowed enjoyment of a certain right with a threat or a legal sanction. it originated in the 
uS legal theory and it is mostly used in relation to endangering freedom of expression: 
http://www.shareconference.net/sh/blog/ciling-efekat-presude-protiv-dva-foruma-
sa-u-slucaju-malagurski-da-li-je-sloboda-izrazavanja-na 
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chillinG eFFect On 
the General public

arresting individuals because of 
what they publish on their blogs, or 
for commenting news, or any other 
form of online expression, have a 
chilling effect not just on the jour-
nalists and online media organiza-
tions, but on the general population 
of online users in Serbia (up to 
60% of citizens). citizens feel their 
freedoms lessened, their safety 
in the digital environment endan-
gered, and that causes deroga-
tion of freedom of expression. This 
perception is further encouraged 
by conventional media assuming a 
perspective of a state force and 
not civil liberties while focusing on 
incidents of police interrogations, 
arrests and legal proceedings 
against citizens for comments giv-
en on political issues online.

 
privacy viOlatiOn 
and Surveillance
 
Targeted attacks on personal and 

professional communication and 
working tools such as emails, on-
line documents and databases can 
endanger the sources anonymity, 
reveal investigative plans or they 
can be used to discredit the vic-

tim by publishing private informa-
tion, as well as for identity theft. 
reaching the necessary level of 
digital security often implies com-
plex procedures, change of usual 
habits related to the use of tech-
nology, that could unfortunately di-
minish the efficiency of a journalist 
and the entire media organisation.

 
public OpiniOn ma-
nipulatiOn thrOuGh 
the uSe OF technOlO-
Gy
 
Technical tools used for manipu-

lation of public opinion in the digital 
environment are getting more so-
phisticated. application software 
is being used for covert goals of 
political parties, corporations, 
and other self serving circles. oc-
casional floods of comments, sta-
tuses and likes on news sites and 
social networks, change the space 
open for dialogue and freedom of 
expression, creating a false per-
ception of public opinion. This in-
duced noise silences authentic 
voices of citizens, discouraging im-
portant debates within the society.

 
in The Declaration on the re-

spect for internet Freedoms in 
political communication15, Share 
Foundation and 200 notable or-
ganisations and experts pointed 
out that cases of internet censor-
ship, attacks against websites and 
private accounts represent vio-
lation of human rights and basic 
provisions of the constitution and 
laws of Serbia.

15  text of the declaration is available here: http://deklaracija.net/ 
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addressing the role of the au-
thorities concerning these cases 
starts with questions on the cor-
relation between targeted con-
tents, overall political context and 
the attacks themselves. The pri-
mary target of the attacks have 
been web sites, critical of the gov-
ernment, publishing articles that 
expose corruption and assert the 
government’s inefficiency.

 it should be pointed out that 
there is no substantial evidence to 
claim that any governmental body, 
or any political party stand behind 
the cyber attacks on online me-
dia. The nature of those attacks 
and the network structure make 
it almost impossible for indepen-
dent researchers to track the at-
tacks, while the attackers usually 
stay well hidden behind anonymity 
and multiple bot networks from 
abroad. even if there were traces 
pointing to an individual, a “black 
hat”16 hacker or an organisation, it 
would be almost impossible to es-
tablish who ordered the attacks. 
Furthermore, those attacks do 
not constitute a policy of internet 
censorship, such as internet fil-

tering or blocking of content that 
is endorsed by the governments in 
Turkey or china.

based on experience from the 
past two years, we can certain-
ly argue that the government has 
failed to establish trust in its abili-
ties to successfully protect the on-
line media and citizen journalists in 
Serbia. We are aware that certain 
state agencies have limited techni-
cal and organisational capacities 
for a more efficient reaction in 
such situations. however, the real 
danger lies in discretion of the au-
thorities (prosecution, police and 
judiciary) to discriminate between 
cases of online violation of rights.

 most cases of  cyber attacks on 
online media, investigative jour-
nalists and citizens’ media, crit-
ical of the government, have been 
processed very slowly or not at 
all. over the past year, Share 
Foundation took an active role in 
monitoring and conducting cyber 
forensic analysis of the attacks on 
online media, submitting results 
to the authorities and publishing 
them whenever it wasn’t against 
the interest of the investigation. 

16  hackers seeking security vulnerabilities in information systems in order to use them 
for personal financial gain or other malicious purposes: https://www.techopedia.com/
definition/26342/black-hat-hacker 
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however, none of the major cases 
led to identifying and arrest of sus-
pects, while expected reactions 
were reduced to occasional formal 
statements. Such practice further 
degrades public trust in protection 
the state is obliged to provide.

 nevertheless, the authorities 
proved to be quite efficient when 
it comes to arresting and insti-
tuting legal proceedings against 
social media users and bloggers 
(the malagurski case and cases of 
inducing panic during the floods in 
2014). immediate consequences 
reflect in lack of legal certainty in 
this area and unsatisfactory level 
of rule of law.

what ShOuld be 
dOne?

Threats to freedom of expres-
sion and privacy in the digital en-
vironment, as well as the safety of 
journalists and individuals, must be 
dealt with as a matter of priority. 
Serbia has a duty to develop in-
struments for protection of jour-
nalists and media, while building 
capacities for online media to pro-
tect themselves from the cyber at-
tacks, as much as possible.

 Formal and informal education 
on cyber security, privacy and 
freedom of expression in the dig-
ital environment for the general 

public and specific target groups is 
necessary in order to ensure safe-
ty and consistent protection of hu-
man rights on the internet.

 Judicial training, harmonisation 
of laws and regulatory reform are 
required for a wider recognition of 
new sorts of human rights viola-
tion (freedom of expression, right 
to access and exchange informa-
tion, right to privacy) and of new 
ways to exert pressure on individ-
uals and media organizations.

 The needs of the state and se-
curity services to respond to new 
types of threats in the cyberspace 
should not be used as an excuse 
to disproportionate surveillance 
measures, internet censorship or 
any other form of cyber policing.

SuGGeSted 
StepS

in order to improve and respect 
standards of freedom of expres-
sion in the digital spheres of Ser-
bia, each of the actors in charge 
should take appropriate steps to 
reduce risks and impacts to a min-
imum level. Some of these steps 
require cooperation between a 
variety of agents, while others call 
for personal engagement of every 
individual and organisation within 
the scope of their resources. The 
republic of Serbia should institute 

a series of measures to improve 
the present state and upgrade our 
digital future.

harmonisaTion and im-
plemenTaTion of laWs and 
regulaTory reform

 -passing a law on information secu-
rity and implementing the budapest 
convention on cybercrime in line 
with international standards of 
human rights, and particularly with 
the european convention on human 
rights and decisions of the european 
court of justice;
 - improvement of the regulatory 
framework for control over surveil-
lance equipment and software trade;
 - instituting instruments of control 
over deploying electronic surveil-
lance measures solely on a court 
order;
 - effectuate the below stated mea-
sures through the action plans for 
chapters 23 and 24 [of the negotia-
tion process with the eu].

capaciTy Building and 
change of prioriTies

 - Judicial trainings for implementing 
the international standards of human 
rights in cyberspace;
 - improving human and organisa-
tional capacities of the police and 
prosecution for cyber crime;
 - instituting a functional national 

center of computer emergency 
response teams (cert);
 - Support for establishing a 
functional network of cerTs and 
organizations in charge of immediate 
response and assistance to various 
groups;
 - prioritising cases of endangering 
freedom of expression, data privacy 
and digital security of citizen jour-
nalists and online media;
 - cooperation between cyber crime 
units and other police departments, 
using common investigative tech-
niques alongside gathering digital 
evidence.

inTernaTional coopera-
Tion and parTicipaTion in 
processes of self-regu-
laTion and regulaTion

 -improving cooperation on inter-
national level in resolving cases of 
cyber crime;
 -building good relations and coopera-
tion with the international regula-
tory agencies, internet governance 
organisations and large internet 
companies;
 -improving instruments of coreg-
ulation and further support for 
self-regulation in content and net-
work management;
 -recognition and respect for internet 
culture and social norms of internet 
community in the course of legal 
processes.
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 - enabling individuals and organisa-
tions to actively use technology and 
system of protection of basic human 
rights in the digital environment, 
in order to secure freedom of ex-
pression, assembly and association, 
protect data privacy and improve 
digital safety;
 - encouraging use of technological 
innovations based on active partici-
pation and collaboration for empow-
ering creative and innovative media 
and information production.

moniToring resulTs and 
analyses

Detailed reports and analyses     
can be found at the following sites:
 
 -www.sharedefense.org
 -www.shareconference.net
 -www.labs.rs
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